Password Security Guidelines

Strong password security is the cornerstone of protecting your personal and professional
digital life. Acompromised password can lead to identity theft, data breaches, and
significant financial loss. Following these guidelines will significantly enhance your
security posture.

1. Make Passwords Long and Complex

The longer and more complex a password is, the harder it is for attackers to guess or crack.

e Length: Aim fora minimum of 12 characters. Longer is always better.

e Complexity: Use a mix of uppercase letters, lowercase letters, numbers, and
special characters (! @#$%~&* () etc.). Avoid using sequential characters like 1234
or abcd.

e Phrases: Consider a passphrase. A sentence like "MyDogHasBlueEyes!" is much
stronger and easier to remember than a random string.

2. Use a Unique Password for Every Account

Reusing passwords across multiple accounts is one of the biggest security risks. If one
accountis compromised in a data breach, all other accounts using the same password are
now vulnerable.

e Why it Matters: Attackers use automated tools to try compromised passwords on
hundreds of other popular websites (e.g., banking, email, social media).

e Solution: Use a unique, strong password for every single service. This is the single
most important rule for password security.

3. Use a Password Manager

Itis nearly impossible to remember a unique, complex password for every account. Thisis
where a password manager comes in.

e Whatitls: A password manager is a secure digital vault that stores and manages all
your passwords. You only need to remember one strong master password to access
the vault.

e Benefits:



o Generates long, random, and unique passwords for you.
o Fillsin login credentials automatically, making it convenient.
o Securely stores all your passwords in an encrypted format.

4. Enable Multi-Factor Authentication (MFA)

MFA, also known as two-factor authentication (2FA), adds a crucial second layer of
security beyond just a password.

e How it Works: In addition to your password, you must provide a second verification
factor, such as a code from a mobile app, a fingerprint, or a physical security key.

e Why it's Important: Even if an attacker steals your password, they cannot access
your account without the second factor. Enable MFA on every account that offers
it.

5. Avoid These Common Mistakes

e Do notreuse passwords.

e Do notuse personalinformation like birthdays, pet names, or addresses in your
passwords.

e Do notwrite down your passwords on sticky notes or in an unencrypted file.

e Do not share your passwords with anyone, including colleagues or family
members.

e Do notuse dictionary words or common password patterns like "Password123."

By following these simple rules, you can create a strong, resilient defense against most
password-related attacks.
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